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AyteHntuduxanms

besonacHocTs nH(popMaun

l'ocynapcTBeHHas
nH(pOpMaAIIMOHHAS CUCTEMA

Hoctyn k uadopmanmu
JocTynHoCTh

3ammta uHpOpMaIuu
OT HECAaHKIIMOHUPOBAHHOTO
JocTyna

3amuniaemas uHpopManus

Wnentudukarnuys

HNudopmarmonnas cucrema

NudopmarmoHHbie pecypchl

WudopmanmonHble
TEXHOJIOTUH

WNudopmanus

Kontponupyemas 30Ha

KonduaeHunaabsHOCTh

O06paboTka nepcoHaTbHBIX
JTAHHBIX

TEPMHMHDLI U OITPEJEJEHUSA

JleiicTBUS 1O TPOBEpPKE MOMJIUHHOCTH CYObEKTa JOCTyIa
B MH(OPMAITMOHHON crcTeMe
CocTosiHue  3alIMIIEHHOCTH
oOecrieueHbl  €e
U 1IEJIOCTHOCTD
WudopmarimonHas cucremMa, co3jilaBaeMasi B IEJIAX pealli3aiiu
MOJTHOMOYHI roCy/1apCTBEHHBIX OpTraHoB
u obecrieueHuss oOMeHa WHpOpPMAHEH MEXAY JTHMH
OpraHaMH, a TaKXe B MHBIX YCTAaHOBIICHHBIX (elepaTbHBIMU
3aKOHAMHU IeJIsX

Bo3MoxHOCTS TOTyYeHHUS HHPOPMAIH U €€ UCTIOIb30BaHUS
CocrossHue wuH(pOpMAIMH, XapaKTEpU3yeMoe CIIOCOOHOCTHIO
TEXHUYECKUX CPEICTB M UH(GOPMAIMOHHBIX TEXHOJOTHM
o0ecrieunBaTh OECHPENATCTBEHHBIM MOCTYNn K WH(opManuu
CyOBEKTOB, UMEIOIIUX HA TO TTOTHOMOYHS

3amuTta MH(QOpPMAaLMM, HAmNpaBieHHas Ha MPEIOTBpPALICHHE
MONy4YeHUs 3alluIiaeMoi MH(OpMallUK 3auHTEPECOBAaHHBIMU
CyOBEKTaMU C HAPYIICHUEM YCTAHOBIIEHHBIX HOPMATHUBHBIMH
U TPABOBBIMH JIOKYMEHTaMH (aKTaMH) WU 00JagaTelIsIMu
uH(pOpMaIMU TpaB WM TPABWI pa3rpaHUYCHUS JOCTYIa
K 3allMInaeMoi nHdopmaruu

uH(popMaluu,
KOH(HJICHIIMATBHOCTb,

IIpU KOTOPOM
JOCTYIHOCTh

Wndopmanusi, sBAAOWIASACS MPEIMETOM  COOCTBEHHOCTHU
U MOjJIeXKalas 3aliuTe B COOTBETCTBUM C TpeOOBaHUSIMU
IIPABOBBIX JIOKYMEHTOB WIH TpeOOBaHUSAMH,

yCTaHaBJIMBAEMbIMU COOCTBEHHUKOM HMH(OpMaIuu
[TpucBoenue cyObekTaM U 00bEKTaM AOCTYIa UIeHTU(UKATOpa
U (UIM) CcpaBHEHHE NPEIbABISEMOrO HJAEHTH(HUKATOpa
C TepeyHeM PUCBOCHHBIX UICHTH()HUKATOPOB

COBOKYMHOCTh cojiepskaleiicss B 6a3zax JAaHHBIX MH(DOpMALIUU
u obecrieunBaronMx ee  00paboTKy  MH(OPMALMOHHBIX
TEXHOJIOTHH U TEXHUYECKUX CPEICTB

OTtaenpHbIE AJOKYMEHTBI M OT/IEIbHBIE MAacCHBBI JTOKYMEHTOB,
JOKYMEHTBl W MAacCHUBbl  JIOKyMEHTOB, COAepXaluecs
B MHPOPMAIIMOHHBIX  cHcTeMax (OuOimorekax, apXxuBax,
dbonmax, 6aHKax JaHHBIX, THPOPMAIIMOHHBIX CHCTEMaX JIPYTHX
BHJIOB)

[Ipomecchr, meroapl moucka, cOopa, XpaHeHHs, 0OpabOTKH,
MIPEIOCTaBIICHUS, PACTIPOCTPaHEHUsT WH(OPMAIIMK U CITOCOOBI
OCYIIIECTBIICHUS TAKMX MPOIECCOB U METO/IOB

Cenenus (cooOrenus, JTAHHBIC) HE3aBUCUMO
OT (OPMBI KX TIPE/ICTABICHUS
[MpoctpancTBO  (TEppUTOpHUsS, 3lIaHHWE, YacTh  3JaHUS),

B KOTOPOM HCKIIFOUEHO HEKOHTPOIUPYEMOe MpeObIBaHUE JIHII,
HE HMEIONIUX IMIOCTOSIHHOTO WJIM  Pa3oBOro  JOIYCKa,
Y TIOCTOPOHHHX TPAHCIIOPTHBIX CPEJICTB

OO0s3aTenbHOE IS BBITIOTHEHUS JTUIIOM, MOTYYHBIIUM JOCTYII
K omnpeneneHHon wHdopmaluu, TpeOoBaHWE HE IMepeaaBaTh
Takyl0o HH(pOpMalnuio TpeThbUM JHIlaM 0e3  coryiacus
ee obnanaTens

HeticTBust (orepaiuu) ¢ MepCOHATBLHBIMU JaHHBIMH, BKJIFOYAst
cOop, cucTeMaTH3alMI0, HAKOIUIEHUE, XpPaHEHHE, YTOUYHEHHE




Omnepatop

HepCOHaJ'IBHBIC JaHHBIC

Yrposa 6e3omacHocTH
nHpopmaruu

Y 93BUMOCTD

IlenoctHOCTH

(oOHOBJICHHE, U3MEHEHHUE), UCTIOIB30BaHKE, PACITPOCTPAHEHNE
(B TOM wumcie mepenady), o0Oe3NWYMBaHUE, OJIOKUPOBAHHE,
YHUYTOXKEHUE TEPCOHATBHBIX JTaHHBIX

TpaXIaHWH WJIA FOPUIMYECKOE JIMIO, OCYIIECTBIIIONINE
JEeSITeNFHOCTh MO IKCIUTyaTalli WH()OPMAIMOHHON CHCTEMBI,
B TOM 4YHClIe MO 00paboTke HWHQOpPMAIUU, COAepIKalIencs
B ee 0a3zax JaHHBIX

Jlrobas mHdopmanus, oTHOCAUIASCS K MPSMO WJIM KOCBEHHO
OIpEICIIEHHOMY WJIH ONpeNensieMoMy (GU3NIECKOMY JIUILY
COBOKYNHOCTh ~ YCIIOBUH M (PaKTOpOB,  CO3JAIOLINX
MOTEHIUATbHYIO W peaibHO CYILIECTBYIOILYIO
OIIaCHOCTb, CBS3aHHYIO  C  yTeukod  uHbopmanuu
W/WIIM HECAaHKIMOHUPOBAHHBIMHU /WM HEMPEeJHAMEPECHHBIMA
BO3IECHCTBUIMH Ha HEE

Henocrarok (cmabocth) MIPOrpaMMHOTI0
(IporpaMMHO-TEXHUYECKOT'0) CPeICTBA MM MH()OPMAITMOHHOMH
CUCTEMBbl B II€JIOM, KOTOpBI (KOTOpas) MOXKET OBITh
UCNOJIb30BaHa Uil pealM3alud  yrpo3  0e30macHOCTH
uHpOpMaITUU

VYceroitunBocth  WMHGOpMAMKM K HECAHKIMOHHUPOBAHHOMY
WIH CTy4aifHOMY BO3JICHCTBHUIO Ha Hee B Iporecce 00paboTKu
TEXHUYECKUMHU CPEACTBAMH, PE3YIbTaTOM KOTOPOT'O MOXKET
ObITh YHUUTOXKEHUE U HCKAKEHUE UHPOPMAIIUI




I'OCTP
IHonutuka

Komurer

®dCBb Poccun
OCTOK Poccun

OBO3HAYEHUA U COKPAIIIEHUSA

Tl'ocynapcrBennsbiit crannapt Poccuiickoit deneparuum

[Nonmutuka wuHoOpMannoHHOM O6e3omacHOCTH ['OCynapCTBEHHOTO
OIO/DKETHOTO  JIOUIKONIBHOTO  00pa3oBaTENbHOIO  YUPEKACHUS
nerckoro caga Nel6 ITpumopckoro paitona Cankr- [letepOypra
lNocynapctBenHoe OOKETHOE JIOMIKOJIBHOE 00pa3oBaTesIbHOE
yupexaenue aerckuil cag Nel6 IIpumopckoro paiiona CaHKT-
[TerepOypra

®denepanpHas ciyx06a 6e3omacHocTH Poccuiickoi denepannm
®OenepanpHas Ciiyk0a 0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOITIO




1 OBIIME ITOJIOKEHUSA

Hacrosmas [Tonutuka siBIsieTCsl JOKYMEHTOM, ONPEIESIONIUM HAPaBIEeHUs AeSITETbHOCTH
B oOmactu obOecrmeueHuss WHQPOPMAIIMOHHOW  O€30MACHOCTM W MPEJACTaBIsIeT  COOOMU
CUCTEMAaTU3UPOBAHHOE M3JIOKEHUE Lieel U 3a1a4 MH()OPMaMOHHON 0€30acHOCTH, KaK OJTHO WJIU
HECKOJIbKO MPaBUJI, MPOLEAYP, MPAKTUYECKUX MPUEMOB M PYKOBOISIIMX MPUHIIUIIOB, KOTOPBIMH
pykoBoacTByeTcst ['ocynmapcTBeHHOE OFODKETHOE JIOMIKOJIBHOE 00pa3oBaTelbHOE YUPEKICHHE
nerckuit caxg Nel6 Ilpumopckoro paiiona Cankr- IlerepOypra, a Takke OpraHM3allMOHHBIX,
TEXHOJIOTMYECKUX U MPOLETYPHBIX acleKTOB obecreyeHusi HH(GOPMAIIMOHHOM 0€30MacHOCTH.

[lonoxenus  Hactosmed IlomuTukn HE  paclmpoCTpaHSIOTCS Ha  oOecredeHue
MH(POPMALIMOHHOM 0€30MTaCHOCTH CBEACHUH, COCTABIISIONINX TOCYIApPCTBEHHYIO TalHY.

OcHoBHOIM 3amaueii B oOmacth MHGPOPMAMOHHON Oe3omacHocTH [ ocymapcTBEHHOTO
OI0JKETHOT'O JIOLIKOJIBHOI'O 00pa3oBaTeNbHOr0 yupexaeHus aerckoro caga Nel6 Ilpumopckoro
paiiona Cankr- [leTepOypra (nanee, [BJIOY nerckuii cag Nel6), mpu3HaeT COBEPIICHCTBOBAHUE MEP
U CpelCcTB obecrieueHusl 3anuThl nHpopmauu naHpopmarmoHHsix pecypcoB 'BJIOY nerckwmii can
Nel6 B koHTEKCTE pa3BuUTHSA 3aKoHoaarenbcTBa Poccuiickoil @epepaniii 1 HOPM PETyJIUPOBAHUS
UH(POPMAITMOHHON JIESITEIPHOCTH B TEKYLIMX YCIOBHSIX (DYHKIMOHHPOBAHUS HWH(GOPMALMOHHOTO
TOJIS.

IIpu pazpabotke [10MMTUKK YyIUTHIBATUCH OCHOBHBIE MPUHIIMUIIBI CO3JJAHUS CUCTEM 3allUThI
UHPOPMAIIMN,  XapaKTePUCTUKM W BO3MOXXKHOCTH  OPTraHU3AI[MOHHO-TEXHUYECKUX  MeEp
Y COBPEMEHHBIX MPOrpaMMHBIX U allllapaTHO-MPOrpaMMHBIX CPEJCTB 3alUThl UH(POpMALIUHU.

B pamkax cBoeii nestensHoctu ['BJIOY nerckmii can Nel6 o0si3yeTcs nmpeAnpuHUMaTh BCE
BO3MOXHBIE MEPHI /ISl 3aIUTHl HHPOPMAIH OT YTpo3 0€30MacHOCTH HH(OPMAIIHH.

TpebGoBanus wuHPOPMAIIMOHHOW OE30MAaCHOCTH, COOTBETCTBYIOT IIEJISIM JIEATEILHOCTH
I'BAOY perckoro caga Nel6 u nmpeaHasHaueHbl AJisi CHUKEHUSI PUCKOB, CBA3aHHBIX C pealln3aluen
yrpo3 6e30nacHoCTH HH(POPMAIUH.

[Tonmutuka nocrynua Bcem padornukam I'BJIOY nerckoro caga Nel6 u Bcem nosiab30BaTeNsiM
€ro PecypcoB.

2 1EJA U 3AJJAYU OBECHEYEHUA UH®OPMAIIMOHHOM BE3OITACHOCTH

Cy0bexTbl HHPOPMALIMOHHBINH OTHOIIEHHUH

CyObektamu mpu obecrieueHnr uMHMopmanronHoi OezonacHoctd B ['BJIOY nerckom camy
Nel6 sBnsttoTcst:

pabotrauku I'BJIOY nerckoro caga Nel6 (B ToM umncie yBOJICHHBIE);

ponuTenu (3aKOHHBIC TTPEJICTABUTEINH ),

¢dbusznueckue U, TPEACTABUTENN KOHTPATEHTOB B pPaMKaX WCIOIHEHUS JIOTOBOPHBIX
00513aTeIbCTB;

¢dbuzmveckue nuia, mogasime odpamenue B aapec ['bJIOY nerckoro camga Nel6;

IOpUANYECKUE JIUIA, B PAMKaX HCIIOJHEHUS OTOBOPHBIX 00s3aTENbCTB UM BO UCIIOTHEHHUH
TpeOOBaHMIT CO CTOPOHBI 3aKOHOAATENLCTBA Poccuiickoit denepanuu;

OpraHbl TOCYJapCTBEHHOM BIIACTH.

O0bexThl HHPOPMANMOHHBIX OTHOIICHUH

O06bexTamu HHGOPMALMOHHBIX OTHOIICHHUN SBIISIFOTCS

nndopmarmonnsie pecypcbl ' BIOY nerckoro cama Nel6;

nporecchl 00paboTku uHpopManuu B uHGopmannoHHeix cucremax ['B/IOY nmerckoro cama
Nel6, uHpOpMAIIMOHHBIE TEXHOIOTHH, PETJIAaMEHTHI M TpOLEeaypbl cOopa, 0OpaboTKH, XpaHEHUs
U nepenadn uHpopMauu;

CHCTEMBI U CPEJICTBA 3alUThl HH(OPMAIIUU, OOBEKTH U TOMEUICHHS, B KOTOPBIX Pa3MeIIeHBI
cpezacTBa 00paboTKU MHPOPMALUH.

enau obecneyenust UHGPpOPMANIHOHHOI 0€30MACHOCTH

OcHOBHOI 11eNBI0 00ecnieueHust nHpopMannonHoi 6e3onacHoctu ['BJIOY merckoro camga Nel6
SIBJITFOTCSI  IGUCTBUSL HAMpaBJICHBI HA JIOCTMXKEHUE 3alIUThl CYOBEKTOB HMH(OPMAIMOHHBIX
OTHOILIEHUH OT BO3MOXKHOI'O HAHECEHUSI UM MaTepUaibHOro, PU3NYECKOro, MOPAIbHOIO UJIM UHOTO
yiepba, MOCPEACTBOM CIIY4alHOrO WM TMPEJHAMEPEHHOro BO3JCHCTBUS Ha HHGOpMAIHIO,




B TOM YHCJIE:

COONIO/IGHUS TIPaBOBOI'O0 PEXKKMMa UCIONB30BAaHUS MACCHBOB M CpPEACTB 00palbOTKH
uH(popMaLnu;

MPEAOTBPAIIECHUS peaTn3alluid yrpo3 Oe30MmacHOCTH WH(OpMAIMu TIPU  OCYIIECTBICHUN
nestenbHocTH 'BJIOY nerckoro cama Nel6.

3agauu obecnevyeHusi HHPOPMAIMOHHOI 0e30MACHOCTH

JlocTkenue 1ieneit ooecnedennss HHOOPMAITMOHHOW 0€30IMacHOCTH U CBOMCTB MH(MOpMAIINH,
I'BJAOY nerckuii cag Nel6 pemraercst caeayOMUMU 3a/1a4aMu :

3alTUTHI OT HECAHKIIMOHUPOBAHHOT'O JOCTYIAa K HHPOPMAIIMOHHBIM PECypcam;

pasrpaHUYCHHS JOCTYIa MOJb30BaTeNlel K WH()OPMAIIMOHHBIM, aIlllapaTHBIM, POrPaMMHBIM
Y UHBIM pecypcam;

pEeTUCTpalliii ¥ TEPUOIUYECKOro KOHTPOJNS JEHCTBHI Toib3oBaTenell mpu oOpaboTke
3amuIaeMoin HHGOpMAaIUU 1 IEPUONIECKUN KOHTPOJIb KOPPEKTHOCTH WX JICHCTBHIA;

KOHTPOJIS LIETIOCTHOCTU CPEAbl HCIOJIHEHHs] MPOTrpaMM M €€ BOCCTAaHOBIEHUE B CIIydae
HapYIICHHUS;

oOecrieueHuss ayTeHTU(DHUKAIMM W HUACHTU(PUKAUM  TOJH30BATENCH, y4aCTBYIOIIUX
B HH(OPMAITMOHHOM OOMEHE;

obecrieueHust UCIIPABHOCTH PUMEHSIEMBIX B MH(OPMAITMOHHBIX CUCTEMax
I'BAOY nerckoro caga Nel6 cpencTs 3amuThl HHGOPMAITHH;

CBOCBPEMEHHOTO BBISBJICHHE HWCTOYHUKOB yrpo3 Oe3omacHOCTH HWHGOpPMALUU, MTPUYUH
U yCIOBHH, CIOCOOCTBYIOIIMX  HAHECEHWIO  yliepbda  3aMHTEPECOBAHHBIM  CYObEKTaM
MH()OPMAITMOHHBIX OTHOIICHHIA,

CO3/1aHHEeM CIy:KObl MOHMTOPHHIA M pEarupoBaHUsl HA Yrpo3bl 0€30MacHOCTH HH(OpMALUH
Y HETaTUBHBIE TIOCIIC/ICTBUS,

CO3JIaHWEM YCIIOBUH IS MEHHMH3AIIUH HAHOCUMOT'O yIIepOa HeIpaBOMEPHBIMH JICHCTBUSIMH,
Y YCTpaHEHHE TOCIEICTBUMA HapylIeHus: nHpopMannonHoi 6e3onacHoct B 'BJIOY nmerckoro cama
Nelé.

Pemenue BeimenepeuncnenHsix 3agad B [BAOY nerckom camy Nel6 ocymiectBisercs
MOCPEACTBOM:

ydeTa BCeX MOIeKAITNX 3aUTe HHPOPMAITMOHHBIX PECYPCOB;

KYpHATUPOBAHUS IEHCTBUM MEPCOHANA, OCYIIECTBIISIIONIETO OOCTYKUBAHUE U MOIU(DUKAIHIO
MPOrPaMMHBIX M MPOrpaMMHO-aNapaTHRIX CPEICTB HH(HOPMAIIMOHHBIX CUCTEM;

periaMeHTanuu nporeccoB 00padoTku nHpopmanmu, aevictsuit padboraukos I'BJIOY nerckoro
caga Nel6, ocymiecTBISIOMMX IKCILTyaTallMi0 MPOTPAMMHBIX U MTPOrpaMMHO-aNMapaTHBIX CPEICTB,
Ha OCHOBE YTBEPXKICHHBIX OPTraHU3AllMOHHO-PACHOPSAUTENbHBIX JOKYMEHTOB IO 3allluTe
nHdopMaruuy,

Ha3HAYCHUS U MMOATOTOBKOH PaOOTHUKOB, OTBETCTBCHHBIX 32 OPTraHU3AIINI0 U OCYIIECTBICHUE
MEpONPHUSITHH 10 obecnieueHnio nHpopManronHoi 6e3onacHocty B 'BJIOY nerckom camy Nel6;

HaZeNeHUsl KaXIoro pabOTHMKAa MHHUMAIBHO HEOOXOIMMBIMH TpaBaMu Mpu padboTe
B WH()OPMAITMOHHON HHPPACTPYKTYPE COTTACHO UX JTOTIKHOCTHBIM OOSI3aHHOCTSIM;

coOuro/ieHns BceMH pabOTHUKAMU, SKCILTYaTUPYIOIIUMU M O0CITYKHBAIOUIMMH ITPOrPaMMHBIE
U TOporpaMMHO-ammapaTtHble  CpelNcTBa, TpPeOOBaHUN  OPraHHU3AIMOHHO-PACTIOPSIUTEIBHBIX
JOKYMEHTOB I10 BOIpocaM o0ecriedyeHns HHPOPMAIMOHHONW 0€30acHOCTH;

MEePCOHAIBHON OTBETCTBEHHOCTBHIO KaKJOro pabOTHUKA 3a CBOM JEHCTBUS, Y4aCTBYIOIIETO
B paMKax CBOUX (PYHKIIMOHAJIBHBIX OOS3aHHOCTEH B IMpolleccaXx aBTOMATU3MPOBAHHOW 00pabOTKH
MH(OPMAITUK ¥ KMEOIIIETO JOCTYII K pecypcaM HH(OPMAIIMOHHBIX CHCTEM;

peanu3anuei TEXHOJIOTHYECKUX IPOIECCOB 00pabOoTKM HWHOOpMAIMU C HMCHOJIb30BaHUEM
KOMIUIEKCOB ~ OPTraHU3allMOHHO-TEXHUYECKUX Mep 3allUThl IPOrpaMMHOr0  oOecreueHus,
MPOrPaMMHO-aIIAPATHBIX CPEJICTB;

MPUHATHS Mep 0 oOecriedeHHnI0 (PU3NUECKOM 1IeTOCTHOCTH MPOrpaMMHO-aNapaTHIX CPEICTB
MH(OPMAIIMOHHBIX CUCTEM H MOJIEPKaHuEeM HEOOXOJMMOT0 YPOBHS 3aIIUIICHHOCTH KOMITOHEHTOB;

WCIIONTb30BAHUST MMPOTPAMMHBIX M TPOrPAMMHO-AIIIAPATHBIX CPEACTB 3alUThI HH(POPMAIHH
oopabarsiBaeMom B ['BJIOY nerckom camy Nel6 u agMUHHCTPATUBHOM MOJIEPKKOH HX




HCITOJI30BaHUS,

KOHTpOJIA ~ COONMIOJIEHUS  TOJNB30BaTeNsIMH  HMH(DOPMAIIMOHHBIX  CHCTeM  TpeOoBaHUI
1o obecreyeHno HHPOPMAITHOHHOM 0€30MaCHOCTH;

MPOBEICHHS aHan3a d(PPEKTUBHOCTH MPHUHATHIX MEP 3aIUTHl HHPOPMAITUUA U TIPUMEHIEMBIX
cpencts 3amuTthl uHGopmanuu B 'BJIOY nerckom cany;

pa3paboTKu W pealn3aludd NPEJIOKEHUM IO COBEPIICHCTBOBAHUIO CHCTEM 3allUTHI
undopmaruu B 'BJIOY nerckom camgy Nel6.

3 MPUHIMUIIBI OBECIIEYEHUS UH®OPMAIIMOHHOMN BE3OINACHOCTH

Ob6ecrieuerrie MHPOPMAIIMOHHONW 0€30MaCHOCTH, JOJDKHO OCYIIECTBISATHCS B COOTBETCTBUU
CO CJIEYIOIIMMU OCHOBHBIMH MPUHLUIIAMU:

IIpyuHIMN 32aKOHHOCTH

[Tpu BBIOOpE MepoONpHATHN MO 3amuTe WHPOPMALMH, JTODKHO COONIONAThCS JEHCTBYIOIIEE
3aKoHOAaTeNnbCcTBO Poccuiickoit @eneparuu B cepe 3auThl HHGOpMAIUH.

Bce paOoTHHKHM JOMKHBI UMETh IMPEACTaBIeHHE 00 OTBETCTBEHHOCTH 3a IPaBOHAPYIICHHS
B cdepe 3amuThl MHGOpMaiuu. [TporpamMHo-anmnapaTHele cpeicTtBa, npumensemsie B ['BJIOY
nerckoM cagy Nel6, mOMKHBI UIMETh COOTBETCTBYIOIIME JIUIEH3UH, OPUIIMAIIBHO TPUOOPETAaThC Y
npeacTaBuTeNnell pa3paboTUNKOB 3THX CPEACTB WM SBISTHCS MHTEIEKTYabHOM COOCTBEHHOCTHIO
I'BIOY nerckoro caga Nel6.

IIpuHuMn cucreMHOCTH

[Ipu cozmaHum cUCTEMBbI 3allUTHI JOKHBI YUUTHIBATHCSA aKTyaJbHbIE YTPO3bl 0€30MacHOCTH
nH(pOpMaLMU, BO3MOXKHbIE OOBEKThl M HAIPABICHUS aTaK Ha HEE CO CTOPOHBI HApYIIUTENEH.
CucTema 3aIiThl JODKHA CTPOUTHCS C YYETOM HE TOJIBKO M3BECTHBIX KAHAIOB YTEUKH HH(OpMAaIiH,
HO U C y4ETOM BO3MO>KHOCTH TOSIBJICHHS HOBBIX YSI3BUMOCTEH B MPOrpaMMHOM 00€CIICUEHHH.

IMpuHIMI KOMIIEKCHOCTH

KomrmnexkcHoe ucmonb30BaHUE CPEACTB 3alIUTHl WH(OpMAIMK MPEanonaraeT CorlacoOBaHHOE
MIPUMEHEHHE MPU MOCTPOSHUH LEIOCTHON CUCTEMBI 3alIUThI, IEPEKPHIBAIOIIEH BCE CYIIECTBEHHbIE
yrpo3sl 0ezomacHOCTH HMH(OpManuu. 3ammra JO0MKHA CTPOUTHCS SlIenoHupoBaHo. Dusndeckas
3alMTa J0JDKHA 00ecieunBaThCs (PU3NYECKUMMHU CPEICTBAMU M OpPTraHU3allMOHHBIMA MEPaMHU.

[Ipu noctpoeHuu, BHEAPEHNUN U SKCIUTyaTallkd CUCTEMBI 3alIUThl HH(POPMAIIUN PYKOBOICTBO
I'BAOY nerckoro cama Nel6 oGecrneunBaer ycnoBus Ais 3PQGEKTUBHOM KOOPAMHALUU ACHCTBUN
BCEX JIUII, 00ECTIEYNBAIOIINX NH(POPMAITMOHHYIO OE30MMaCHOCTD.

I[IpuHuMN cBOEeBpeMEeHHOCTH

Pa3paboTrka cuctemsl 3amMTHl HUHQOPMALIMK JOHKHA BECTUCH MAapaiebHO C pa3paboTKoi
U UHPOPMAIMOHHOW  CHCTEMBL. OTO TO3BOJMT  y4decTb TpeOoBaHUS  0O€30MacHOCTH
IpU TPOCKTUPOBAHWHM AapXHUTEKTYyphl M, B KOHEYHOM cueTe, co3larh Oonee 3(PQPeKTHBHBIE
uH(GOpPMAIIMOHHBIE CUCTEMBI, 001a/1al01IKe JOCTATOYHBIM YPOBHEM 3aIUIIIEHHOCTH.

IIpuHIUI NPpeeMCTBEHHOCTH

[TocTossHHOE COBEPIIEHCTBOBAaHWE MEpP M CPEICTB 3amUThl HH(pOpMAMM Ha OCHOBE
IIPEEMCTBEHHOCTH OPraHU3ALMOHHBIX M TEXHUYECKHUX PEIICHMM, KaJpOBOrO COCTaBa, aHaIM3a
(yHKIMOHUPOBAHUS MH(POPMAIMOHHBIX CHCTEM W CHUCTEMBI €€ 3alIUThl C YYeTOM H3MEHEHUH
B METOJaxX M CpEACTBaX IepexBaTa HWHQPOpPMAIMH, HOPMATHUBHBIX TPEOOBAaHWI MO 3amIuTe
nH(pOpMaIuu.

IpuHIUN 10CTATOYHOCTH

CooTBeTcTBHE YPOBHSA 3aTpaT Ha odecrieueHrne nH(GOPMAIIMOHHON 0€30MacCHOCTH M IIEHHOCTH
MH(OPMaIMOHHBIX PECYPCOB Ha BEIMYMHY BO3MOKHOTI'O yiIiep0a OT UX pasriiallieHus, YHUUTOKEHUs
U HcKaxeHus. lMcmonb3yeMble Mepbl M CPEACTBA 3alIUThl MHPOPMALMHU HE JOHKHBI YXYAIIATh
HProHOMHUYECKHE TTOKa3aTeIN KOMIIOHEHTOB HH(POPMAITUOHHBIX CUCTEM.

IIpyHI U OTBETCTBEHHOCTH

BoznoxkeHue oTBETCTBEHHOCTH 3a o0OecrieueHrne 6€e30nacHOCTH HH(pOopMaluu U ee 00paboTKu
Ha KaXJI0ro paOOTHMKA B IIpelenax ero IOJHOMOYMH. B COOTBETCTBMM C 3TUM NPUHIUIIOM
pacrmpeneneHue npaB U O0S3aHHOCTEH PAOOTHHUKOB CTPOMTCS TAaKMM 00pa3oM, 4TOOBI B Cirydae
A1000r0 HapyIIeHUs ObLT U3BECTEH HAPYIIUTENb.




IIpruHUUN 000CHOBAHHOCTH U TEXHUYECKOI peajin3yeMoCTH

WNudopmarimonHble TEXHOIOTHH, TPOrPaMMHBIE M IPOTPaMMHO-aNNapaTHbIe CPECTBa, MEPHI
3amuUThl THQOPMAIIUU JIOJKHBI OBITh pEAM30BaHBI MO COBPEMEHHBIM PEIICHUSM, O00OCHOBAHBI
C TOYKH 3pPEHUS OCTHHKCHHS 33JIaHHOT'O YPOBHS 3aIUIICHHOCTH MH(POPMALMK U YKOHOMHYECKOM
[EJIECO00Pa3HOCTH, a TakKe COOTBETCTBOBAaTh YCTAHOBJICHHBIM HOpMaM M TpeOOBaHUSIM
1o 6e30MacHOCTH WH(POPMALIUH.

Ipunuun npogeccuonaanzma

Peanuzamust Mep 3amuThl MH(pOpPMALMM M HKCIUTyaTallUsl CPEICTB 3allUThl HMH(GOpMaIuu
JIOJKHA OCYIIECTBISATHCS IPO(ECCHOHATLHBIMHE CIICIIUATHUCTAMU.

[IpuBneueHue cienMaIM3UPOBAHHBIX OpraHU3AINi K pa3paboTKe CPEICTB U pealn3aliu Mep
3aluUThl UHPOPMAIMK, MOATOTOBJICHHBIX K KOHKPETHOMY BHAY AESITEIbHOCTU MO 00ECIEeYeHHIO
0e3ormacHOCTH NH(POPMAITMOHHBIX PECYPCOB, HMEIOIIHUX OMBIT MPAKTUYECKOM PabOThl M TUIICH3UU HA
MIPaBO OKa3aHUs YCIYT B 3TOH 00IacTH.

IIpyuHUMN MUHUMM3AIMU TPUBUJIETUH M0JIb30BaTe el

ObecrieyeHre OIB30BATENCH MPUBHICTUSIMI MUHUMAIILHO JOCTATOYHBIMU JJIsi BBITTOIHEHUS
MMM CBOMX JIOJDKHOCTHBIX oOs3aHHOCTer B 'BJIOY nerckom cama Nel6.

4  OCHOBHBIE TPEBOBAHMA 110 3AINUTE UH®OPMALINU
OT'PAHUYEHHOI'O JOCTYIIA

Cucrema 3ammThl WHGOPMAIUU JOJDKHA TPETyCMATPUBATh KOMIUIEKC OpPraHU3allMOHHBIX,
MPOrpaMMHBIX M MPOrPaMMHO-AIAPaTHBIX CPEJICTB U Mep IO 3aiuTe MHGOpMaluu B Ipolecce
ee 00paboTKH.

Brimonnenue TpeOoBaHUN AOCTUrAeTCsl 3a CUET peanu3alii Ha 00beKTax MH(opMaTH3anuu
Mep 0 3aIuTe HHPOPMAIIUH:

UICHTU(PUKAIIMY U ayTeHTU(DUKAMKU CYOBEKTOB IOCTYIA U OObEKTOB JOCTYIIA;

YIIPaBIICHHUIO TOCTYIIOM CYOBEKTOB JJOCTYIA K 00BbEKTaM JI0CTYIIA;

OTPaHUYCHUIO TTPOTrPAMMHOM CpPE/IbI;

3aIIATE MATMHHBIX HOCUTENEH NEPCOHAIBHBIX JAHHBIX;

peructpanuu coObITHI OE30MacCHOCTH;

AHTUBHUPYCHOU 3aILNTE;

O00Hapy>KEHHUIO BTOPKEHUH;

KOHTPOJIIO (aHAIU3Y) 3alIUIIIEHHOCTH MEPCOHANIbHBIX JIaHHbIX;

00ECTICUCHUIO IIETOCTHOCTH NH(POPMAITMOHHON CHCTEMBI U TIEPCOHATBHBIX JaHHBIX;

00ecreueHuIo JOCTYITHOCTH MePCOHATbHBIX IaHHBIX;

3allUTHI CPEJIbl BUPTYAIU3ALINH;

3aIUTHl TEXHUYECKUX CPEJCTB;

3alUThl HH(HOPMAIIMOHHOIN CUCTEMBI, €€ CPEJICTB, CHCTEM CBSI3H U Mepeayu JaHHBIX;

BBISIBJICHUIO MHIUJICHTOB U pEarupOBaHHUE HA HUX;

yIpaBlIeHUIO KOH(UTyparueil nHHOPMaIMOHHON CUCTEMBI M CUCTEMBI 3aIIUThHI TIEPCOHATLHBIX
JTAHHBIX.

I'BAOY nerckuit cax Nel6, kak obnagatens WH(OpMAMU OrPaHUYEHHOTO JOCTYIA, MpU
OCYIIIECTBICHUH CBOUX IPaB 00s3aHO:

co0JII0/1aTh IIPaBa U 3aKOHHBIE HHTEPECH! MHBIX JIUIL;

MIPUHUMATh HEOOXOMMbIE MEPHI IO 3aIUTE HHPOPMAIUH;

OrpaHUYMBAThL JOCTYym K uHpopManuu, eciau Takas OOS3aHHOCTh  YCTaHOBJICHA
3aKOHOIaTeNbCTBOM Poccuiickon @enepanny.

B Tom umcine I'BJIOY nperckuit cam Nel6, BmpaBe eciau HHOE HE NPEAYCMOTPEHO
3aKOHOIaTeNbCTBOM Pocculickont Penepanuu:

paspeniaTh Wiu OrpaHUYMBATh JOCTYH K HH(OpPMAITUU, ONIPEIEIATh MOPSIOK U YCIOBHS TAaKOT'O
JOCTYIa;

UCIIONB30BaTh HH(POPMAIIHIO, B TOM YHCIIE PACIIPOCTPAHSITH €€, IO CBOEMY YCMOTPEHHUIO;

nepeAaBaTh HMHQGOPMALMIO JAPYTMM JIMIIaM Ha YCTAHOBJIEHHOM 3aKOHOJATEIhCTBOM
Poccuiickoit @enepanyuv OCHOBAHUY;




3aIUIIATh YCTAHOBJIEHHBIMU 3aKOHOJIaTeNhCTBOM Poccuiickoit denepanun criocobamu CBOU
IpaBa B Cllydae HE3aKOHHOTO MOMy4YeHus: HHPOPMAIIUU UITU €€ HE3aKOHHOT'O HCIIOIb30BaHUSI HHBIMU
JUAMU;

OCYIIECTBJISITh WHBIC NEHCTBHS C HWHGOpPMAIMECH WIIM pa3peniaTh OCYIIECTBICHUE TaKUX
NEUCTBUM, ecnu OSTU [JeHCTBUS He TMpoTUBOpedyaT (denepaibHbIM 3aKOHAM U JIPYTUM
HOPMaTUBHO-NIPABOBBIM akTaM Pocculickoit denepanui.

3amuTta UHGOpPMALMM  OTPAHUMYEHHOrO  JIOCTyNla HpPEJCTaBiseT CcoOOM  NpuHATHE
OpPTraHU3AIMOHHBIX U TEXHUYECKUX Mep, HAlpaBJICHHBIX HA:

coOroieHrne KOHPUACHINATHLHOCTH HHpOpManuy (UCKIIOUYEHHE HEeMPaBOMEPHOTO JOCTYIIA,
KOITUPOBAHUS, TIPEOCTABJICHHSI HITU PAaCIPOCTPAHCHUS HH(OPMAITHH ),

o0ecrieueHue 1MeJTIOCTHOCTH HH(popMaIuu (MCKIIIOYeHHE HETIPaBOMEPHOTO YHUYTOXCHUS
WM MOAU(PULIIMPOBAHUS HH(DOPMAITIH);

peaM3anuio IpaBa Ha JOCTYI K HHPOpMaIuy (MCKIIF0OUEeHUE HEPAaBOMEPHOTO OJIOKHPOBAHUS
nH(pOpMAITUN).

Cpencrta 3amuThl HHOOPMAIIUU BHEAPSIOTCS MO pe3yabTaTaM MPOBEJCHHS OLICHKH PHCKOB
UH(POPMAITMOHHON O€30IaCHOCTH.

Opranuzanus 3amuThl UHGOpMAUKT

[Ipn opranumzauuu B ['BJJOY nerckom cagy Nel6 3amuTel uHQOpPMALUU, TOKHBI
BBIMTONHATHCST TpeboBanus dDexepanpHoro 3akoHa ot 27.07.2006 Ne 149-03 «O6 unpopmarmm,
MH(OPMAIIMOHHBIX TEXHOJOTUSAX U O 3alluTe UHGOpPMAIUN», KOTOPbIE PEryIupylOT OTHOIICHHUS,
CBSI3aHHBIE C YCTAaHOBJICHHUEM, M3MEHEHHEM M TMpEeKpalleHHeM pekuMa oOpabOTKU 3aluIIaeMoi
undopmaruu. B ToM uumcime TpeboBaHMS O 3amuTe UWH(OpPMANUM, HE COCTaBISIONICH
rOCyJapCTBEHHYIO TaiHy, COJEp)Kamelcs B TOCYIAapCTBEHHBIX HH(OPMAIIMOHHBIX CHCTEMax
yrBepxaeHHbie pukazomM OCTOK Poccum ot 11.02.2013 Ne 17 «O6 yrBepx)aeHun TpeOOBaHUIA O
3aIuTe uHpOpMaIuy,
HE  COCTaBJSIIONIEH  TOCYIAapCTBEHHYIO  TalHy, COJEp)Kallelcs B  TOCYJAapCTBEHHBIX
UH(GOPMAIIMOHHBIX CHCTEMax» JJsi TOCYIapCTBEHHBIX HH(GOPMAIIMOHHBIX CHCTEM IO KOTOPHIM
I'BAOY nerckuii cag Nel6 siBnsiercs OnepaTopom.

BTI'BAOY nerckom camy Nel6 momMuMo peanm3aiiii OCHOBHBIX MEp 3alIUThl MH(GOPMAIUU
OCYILIECTBISETCS:

peryinspHas  OIEHKa U  yOpaBleHHWe puckamu HHG(OpManMoHHONW  Oe30MmacHOCTH
B COOTBETCTBUU C YCTAHOBICHHBIMHU MIPOIEAYPAMH B 0OJIACTH YIIPABJICHUS PUCKAMHU;

nH(pOpMUPOBAHHE, o0ydeHue u TTOBBIIIICHHE KBaTH(UKAITIH pabOTHUKOB
I'BAOY nerckoro cana Nel6 B chepe nnpopmaoHHOM 0€30MacHOCTH;

METOAMYeCcKass TMOMOIIb pabOTHHKaM B BOIpocax oOecnedeHus HHPOPMAIMOHHON
0e30MacHOCTH;

aHaJIM3 U MMOUCK BO3MOXKHOCTEH 1O MOBBILICHUIO YPOBHS 3alIUIIIEHHOCTH UH(POPMALIUH.

s opranm3anun 3amuthl uHGopMmanwu, ['BJIOY nerckmii cax Nel6 BmpaBe mpuUMEHSITH
CpelIcTBa W METONbl TEXHWYECKOH 3alluThl, MNPEINPUHUMATH JApyrue, HE MPOTHBOpPEUAIe
3aKoHozaTenbcTBy Poccuiickoit denepanuu, Mepsl.

B pamkax oOecrnieueHus 3amuThl HHPOPMAIIUY, B paMKaX TPYIOBBIX OTHOIICHUN HEOOXOAUMO
03HAKOMHUTH TOJI POCIUCH PAOOTHUKOB, JOCTYI KOTOPBIX K HH(GOPMAIIMK OIPaHUYEHHOTO JTOCTYIIA,
HEOOXOIMM [T BHIOTHEHUS! UMK CBOMX JOKHOCTHBIX OOSI3aHHOCTEH, ¢ mepeyHeM MH(popMaIuu
orpaHudyeHHoro jgocryna, u npuHsateiMu B ['BJIOY nperckom camy Nel6 Mepamu 3amiuThl
nHpopmanuu.

Oco0eHHOCTH 32U THI NEPCOHAJIBLHBIX JAHHBIX

[Ipn opranmszammm ob6pabotku B I'BJIOY nerckuit cag Nel6 mepcoHanbHBIX JaHHBIX
HE0O0X0IMMO PYKOBOJACTBOBAThCs TpeboBanusamMu denepanpHoro 3akona ot 27.07.2006 Ne 152-D3
«O mepCcoHANBHBIX JAHHBIX).

[Tepeuens mep, BoimonHeHUE KOTOpbIX obecrieunBaeT ['BJIOY nmerckuii cam Nel6 B kauecTBe
orepaTopa MepCcoOHAIbHBIX JAHHBIX, IOJKEH BKITIOYATD:

HazHauenne B ['BJIOY nerckom camy Nel6 OTBETCTBEHHOro 3a OpraHU3aIMI0 00PabOTKH
MEPCOHANIbHBIX JTAHHBIX;




pa3paboTKy JTOKYMEHTOB, ONPEACISIONINX IIPaBuia B OTHOIMEHUH 00paOOTKH MEePCOHATBHBIX
nanabiX B ['BJIOY nerckom cagy Nel6, mokanbHBIX aKTOB MO BOIpOcaM 00paOOTKH MEepCOHATBHBIX
JTAHHBIX

MPUMEHEHHE OpPTraHW3alMOHHBIX M TEXHUYECKUX Mep Mo obOecrneueHnro 0e30macHOCTH
MEePCOHATBHBIX JAaHHBIX B COOTBETCTBUM cO cTaThed 19 denepanbHoro 3akona or 27.07.2006
Ne 152-®3 «O nepcoHaNbHBIX TaHHBIXY;

BBITTOJIHEHNE TPEOOBAHUH IO COCTABY M COJICPIKAHUIO OPTaHU3AIMOHHBIX U TEXHUYECKUX Mep
1o obecrneyeHnio 06e30MacHOCTH MEePCOHATIBHBIX JaHHBIX MPH UX 00paboTke B MH(POPMAIIMOHHBIX
crcTeMax MepCOHaNbHBIX JaHHbBIX YTBepkAEHHBIX [Ipukazom @CTIK Poccun ot 18.02.2013 Ne 21
«O0 yTBEp)KJICHUH COCTaBa M COJIEPIKAHMS OPTaHU3AIMOHHBIX U TEXHHYECKHX MEp MO 00ECTIeYCHHTO
0€30MacHOCTH TEPCOHANBHBIX JaHHBIX TPH HUX 00paboTke B HWHGOPMAIMOHHBIX CHCTEMax
MIePCOHANIBHBIX JaHHBIX);

OILIEHKY BpeAa, KOTOPBIH MOXeT OBITh MPHYMHEH CYOBEKTaM TIEepPCOHAIBHBIX JaHHBIX
B cinyudae HapymeHus PenepanpHoro 3akoHa Ne 152-®3, cooTHomeHHWe YyKa3aHHOTO Bpeja
U MPUHUMAEMbIX OINEPaTOPOM MeEp, HalpaBJIEHHBIX Ha OOecleYeHHEe BBIMOIHEHUsI 00S3aHHOCTEH,
npeaycMoTpeHHbIX PeepanbHbiM 3aKkoHOM Ne 152-D3;

o3HakomieHue  paborHukoB ['BJIOY  pmerckoro cama  Nel6, HemocpeacTBEHHO
OCYLIECTBIIIOUIMX OO0paOOTKY MEpPCOHANBHBIX JaHHBIX, C IOJOXKEHUSAMH 3aKOHOAATENIbCTBA
Poccuiickon ®enepannu
O TMEepCOHAJBHBIX [AaHHBIX, B TOM 4YHUCIE€ TpPeOOBaHMSAMH K 3alIUTE MEPCOHATIbHBIX JaHHBIX,
JIOKyMeHTamu, onpenenstomumu TpedoBanus ['BJIOY nmerckoro cama Nel6 B oTHOIIEHUHU
00pabOTKH MEepCOHANBHBIX TAaHHBIX U 00y4YeHHe, IPH HEOOXOAUMOCTH, YKa3aHHBIX pAOOTHHUKOB.

O6ecnieuenne 0€30MaCHOCTH MTEPCOHAIBHBIX IAHHBIX JIOCTUTACTCSI, B YaCTHOCTH

OlpeleNieHueM  yrpo3 W HapymuTened  0O€30MaCHOCTH  MEPCOHAIbHBIX  JAaHHBIX
pu ux 00paboTke B MHPOPMAITMOHHBIX CUCTEMAaX IEPCOHATBHBIX TaHHBIX;

ONpENeNIeCHNEM  YpPOBHS  3AIIUIICHHOCTH TIEPCOHANBHBIX JAaHHBIX B  COOTBETCTBUHU
¢ TpedoBanusimMu [locranoBnenus [IpaButenscTBa Poccuiickoit @enepanmu ot 01.11.2012 Ne 1119
«O06 yTBepkaeHMHM TpeOOBaHMM K 3alIUTe MEPCOHATBHBIX JAHHBIX MNP HX 00paboTke
B MH(OPMAIIMOHHBIX CUCTEMaX MEPCOHATBHBIX JaHHBIX ),

MPUMEHEHUEM TMPOIIEININX B YCTAaHOBJICHHOM IMOPSIIKE MPOIEAYPY OLEHKH COOTBETCTBHS
CpPEZACTB 3aIIUThI UH(OpMAIHH;

OlIeHKOW 3()(HEKTUBHOCTH NMPUHUMAEMBIX MEp I10 3allUTe IMEePCOHATBHBIX JaHHBIX J0 BBOJA
B AKCILTyaTaIiio HH(GOPMAIIMOHHOI CUCTEMBI TEPCOHANIBHBIX JAHHBIX;

BOCCTAQHOBJICHUEM IEPCOHAIBHBIX JAAHHBIX, BCIEACTBUE MOIYYECHUs HECAHKIIMOHMPOBAHHOIO
JOCTyTa K HUM;

YCTAaHOBJIEHMEM IMpaBWJI JIOCTya K TEPCOHAIbHBIM  JIaHHBIM, 00pabaTbIBacMbIM
B MH(OpPMAIIMOHHBIX CHUCTEMax IMEPCOHANBHBIX IAHHBIX, a TaKKe OOECIeYeHHEM pPEerucTpanuu
M y4eTa BCEX JICHCTBHIA, COBEPIIAEMbIX C IIEPCOHANBHBIMU JAHHBIMU B HH(OPMALIMOHHBIX CHCTEMaxX
MIEPCOHANBHBIX JIaHHBIX;

KOHTPOJIEM 3a MPUHUMAEMBIMU MEPaMH I10 3aIUTE NEPCOHANBHBIX JAHHBIX U OMPEIEICHHOI0
YPOBHS 3aIIMIIEHHOCTH HH(OPMAIIMOHHBIX CHCTEMax MEPCOHANBHBIX JAHHBIX B Ipolecce
€e IKCILTyaTaluu.

5 OCHOBHBIE TPEBOBAHMUSA K ITPOHECCAM OBECIIEYEHMUA
WH®OPMAIIMOHHOM BE3OITACHOCTH

MeTtoauueckoe pyKOBOJCTBO, pa3padOTKy pelIeHuH Mo 3aliuTe HHPOpPMAIH, COTIaCOBaHUE
BbIOOpa CPEACTB BBIYUCIUTENHHON TEXHHUKH, MPOrPaMMHBIX M IPOrPaMMHO-AMIMAapaTHBIX CPEJICTB
3amuUThl UH()OPMAIUU, OPTaHU3AlHUI0 Pa0OT MO BBISBICHUIO BO3MOXKHOCTEH W MPEIyNPEKICHUIO
YTEUKH ¥ CBOMCTB 3amuIlaeMoil uHOOpMamuu, arTecTaluio OOBEKTOB HWH(OpMaTH3AIMHI
ocymiecTBisitoT cotpyaauku ['BJIOY nerckoro cama Nel6 (ymoaHOMOUYEHHEIE).

Pusnueckas 6e30MaCHOCTH

[IpuHsATHIE OpraHU3alMOHHbIE U TEXHUUYECKUE Mephl 110 3amurte noMenienuit 'bJIOY nerckoro
cazna Nel6, cepBepHOro 1 KOMMYTAlIMOHHOTO 000pYI0BaHHUs, aBTOMAaTU3UPOBAHHBIX PA0OYUX MECT




nosib3oBaTeneit nadopmarmonHsix cucreM ' BJIOY nerckoro camga Nel6 obecrieunBaroT peaan3aimio
CIIEYIOIIUX MEp TO:

pasrpaHudeHuio Jjocryna pabotHukoB B mnomenleHus ['BJIOY perckoro cama Nel6 B
COOTBETCTBHUU C MX IMOJHOMOYHMSIMHU U JOKHOCTHBIMHU O0SI3aHHOCTSIMH;

peructpauuu (HakToB BXOAa paOOTHUKOB B TOMEIICHHUS B KOTOPBIX BeAeTcs 00paboTka
MEePCOHANIBHBIX JTAHHBIX;

KOHTpoJupyemMoMy mpeObiBanuio moctoponHux Jymn B ['BJIOY nerckom camy Nel6 B
MIOMEIIEHUS, B KOTOPBIX BeAeTcs 00paboTka MHPOpMAIIMK OrPaHUYEHHOT0 JOCTyMa U pa3MEelIeHbI
anmapaTHbIC CpeJICTBA HHPOPMAITMOHH Ol CHCTEMBI,

OpTaHM3AIMH PEKUMA KOHTPOJIHPYEMOT'0 BHOCA/BBIHOCA CPEACTB 00paObOTKH MH(OpMAITUH.

[Tomemenust 'BJIOY nerckoro cama Nel6 momkHBI OBITE O0OPYAOBAaHBI JIETEKTOPAMU OTHS U
JbIMa, OTHETYLIUTEISIMU, CUCTEMaMU KOHJMIIMOHMPOBAHUS BO3/AYyXa, CPEJICTBAMH OXpPaHHO-
MT0’KAPHON CUTHAJIU3ALMH.

OcHoBHOE cepBepHOEe M KoMMyTanmoHHoe oOopynoBanue ['BJIOY merckoro cama Nel6
JOHKHO OBITh 3alllMIIEHO OT IMepeboeB B MoAaue dSJIEKTPOIHEPTHH IyTeM MOJAKIIOUEHHUS K
JNEKTPOCETH C MPUMEHEHHEM HCTOYHHKOB OecrepeOOHOr0 MHUTAaHUS W PE3EPBHOTO JIH3EIh-
reHeparopa. McTrouHuku OecniepeOOMHOrO MHUTAHUS HEOOXOAMMO PETYJISIPHO TECTUPOBaTh U
poBepsATh ymoidHoMoueHHbIM pabotaukam ['BJIOY nerckoro cama Nel6 B coOTBETCTBUU C
PEKOMEHIALUSIMH TIPOU3BOIUTETIS.

[TopTaTHBHBIE TEXHUYECKHE CPEJICTBA HE TOJKHBI OCTABATHCS 3a IIpeeiaMUi KOHTPOJIUPYEeMOit
308bI ' BJIOY nmerckoro caga Nel6 6e3 koHTposns co ctoponsl pabotaukoB ['BJIOY nerckoro cana
Nelé.

Be3onacHocTh Ha padoyeM MecTe

3ampemiaercss BECTU 3alUCh MMapojieil B OTKPHITOM BHJAE HAa MaTepUANbHBIX HOCHUTENS,
3a UCKJIIOYEHHUEM CITY4aeB, PErJIaMEHTUPOBAHHBIX METOAOB XPaHEHUSI.

JIOKyMEeHTBI ¥ HOCHUTENH C HWH(GOpPMAIMEHl OrpaHUYCHHOrO IOCTYIA OJDKHBI yOupaTrhCs
B omneJarbiBaeMble MecTa (ceidbl, mkabbl W T.OI.), NOpU yXoJae ¢ paboyero Mecra.
Ha aBTomaTtm3upoBanHoMm pabouem mecte [lonmp3oBarens pabouas ceccusi JOHKHA OBITH MPEpBaHa,
paboumii cronm 3abiaokupoBaH. Bxoa Tmonb30Barenss B CHCTEMY HE JIOJDKCH BBITOITHSITHCS
ABTOMATHUYECKH.

JIoKyMeHTBI, coaepxkaiire HHGOpMaIUio OrPAaHUYEHHOTO JOCTYIIA, JODKHBI CPa3y U3bIMAThCS
W3 TeYaTalomuX yCTPOMCTB. [ns yrunuzanuu KOH(PUACHIIMATBHBIX JOKYMEHTOB, JOJKHBI
WCIIONIb30BAThCSl YHUUTOXKUTEIN JIOKYMEHTOB He HIKe 4 YpOBHSA IO CTaHAApPTy O€30MacHOCTH,
MIPUMEHAEMOMY K YHUUTOXHUTEISIM JOKYMEHTOB.

[Ipm wWCHONB30BaHMM MOOWIIBHBIX TEXHUYECKHX CPEICTB HEOOXOJUMO  COOJI0IATh
JIONOJIHUTENbHBIE MEPbl MO pEeryiaMeHTAllMd M KOHTPOJIIO MCHOJNb30BaHUS B HMHG(OpMalXOHHON
CUCTeMe MOOUIIbHBIX TEXHUYECKUX CPEJICTB.

Haxoxnenue mnpencraBuTeneil IOPUAUYECKUX JIMII B paMKaxX MCIOIHEHUSI JOTOBOPHBIX
00513aTeIbCTB B MOMEILIEHUAX B KOTOPBIX BeeTcs 00paboTka HH(POpMAIIMN OrPaHUYEHHOT0 TOCTyTa
UH(GOPMAIIMOHHON CUCTEMBI, BO3MOXXHO TOJIBKO B compoBoxaeHuu padborHuka ['BIOY nerckoro
cana Nel6 nomymeHHoOro 10 00paboTKH Takoi HH(OpMAIHH.

Pa3menienne TexHUUECKUX CpeACTB BhiBoAa MHpopMmanuu B nomemeHusx '6/I0Y nerckoro
cana Nel6 mpoOM3BOOUTCS C YYETOM HCKIIOYEHHUS BO3MOXKHOCTH BH3YaIbHOIO MPOCMOTpA
nH(OpMaIMK TOCTOPOHHUMHU JHUIIAMH U paOOTHHKaMHU, HE JOMYIICHHBIM K padoTe ¢ JaHHOU
uHpopmanueil.

Texunuyeckue cpeacTBa JOHKHBI Pa3MEIaThCs U XPAHUTHCS TAKUM 00Pa30M, UTOOBI COKPATUTh
BO3MOYKHBII PUCK MOBPEKIECHUS U YTPO3bl HECAHKIIMOHUPOBAHHOT'O 1OCTYTIA.

Texnn4yeckoe 00cayKuBaHue 000py10BaAHNS

Texnuueckue cpenctsa ['BJIOY nmerckoro cama Nel6 AomKHBI POXOAUTHh HA PETYISIPHOMN
OCHOBE CEpBHCHOE OOCIY)KHBAHHE€ B COOTBETCTBHH C PEKOMEHIALUSIMU IPOU3BOIUTENCH
000pyIOBaHUA.

PeMoHT u cepBHCHOe 0OcinyKMBaHHE OOOPYIOBAaHUS JOJDKHBI BBIIOIHATHCS TOJIBKO
KBTU(DUIIMPOBAHHBIMU CHIEIIHATACTAMH.




Texnuueckoe oOciyxuBaHHe OOOpPYIOBaHUS CTOPOHHUMHU OpraHU3alUsSMU HE JOJDKHO
PUBOJUTH K PUCKY HApYIIEHUs KOH(UICHIINATFHOCTH 3aIlUIaeMoil HHGOpMAaIUu.

B3aumopneiictBue ¢ TpeTbMMH JIULAMHA

B nensx oGecnieuenust mapopmarmonHon OezonacHoctd ['BAOY nmerckuit cam Nel6 mpu
B3aUMOJIEUCTBUU C TPETHUMH JINLIAMH JIOJIKEH BBIITOJIHATH CIEIYIOIIUE MEPOIIPUATHS MO:

3aKJIIOUEHUI0 COTJIAIIEHUsT O HepasriameHn WHPOpPMAlUd OrpaHUYEHHOTO JIOCTYIa
MOJIYYEHHOU B XOJI€ UCTIOJTHEHUS JOTOBOPHBIX 00s3aTEIHCTB;

OCYIIECTBJICHUIO KOHTPOJS 3a JEHCTBUSMM IMPEACTAaBUTEICH KOHTPAreHTOB B Ipeaenax
koHTposnnpyeMoit 30861 ' BJIOY nerckoro caga Nel6.

YnpasJ/ieHue )KU3HEHHBIM IIUKJI0M HH()POPMANMOHHBIX CUCTEM

Mepornpusartusi B Iporiecce KU3HEeHHOro nukia napopmaruonubix cucreMm ['BJIOY nerckoro
cana Nel6 momxHBI OBITH HATIPABIIEHBI HA OOECTICUCHUE 3aIUTHI HH(OPMAIUHU IIPU BBOJIE B ICHICTBHE,
SKCIUTyaTallu, COMPOBOXKICHUN U MOACPHU3AINH, BBIBOJA U3 IKCILTyaTaI|H.

OcHoBaHueM Impu pa3zpaboTke WHOOPMALMOHHBIX CHCTEM JOJDKHBI SIBISTHCS PpPELICHUS
NpUHATBIE Ha cTaaud (HOPMUPOBAHUA TpPEeOOBaHMM, colepKaiue TpeOOBaHUS B TOM YHUCIE
10 CHCTEME 3alUThl HH(OpMAIHIH.

JIro60e mianupyeMoe K BHEIPEHUIO N3MEHEHNE UHPOPMAIIMOHHOW CUCTEMBI IIPEIBAPUTEIILHO
JOMKHO  OBITh  MPOAHANU3UPOBAHO HA  COBMECTUMOCTb M OTCYTCTBHE  HapYIICHHIA
paboTOCITOCOOHOCTH CHCTEMHBIX KOMITOHEHTOB B TOM YHCJIE CPEACTB 3aIIUThI HH()OPMAIIUH.

PaGotel mo MoxepHu3anuu HHGOPMAIMOHHOM CHUCTEMbI, B TOM YHCIE IO YCTaHOBKE
IpOrpaMMHOro obecrieueHus: 1 OOHOBJICHUM, JOJDKHBI TPOBOAUTHCA B Hepabouee BpeMsl HIIM BpeMs
HauMeEHBIIIeH pabodeil Harpy3Ku.

[Ipu BBIBOmE ©3 OKCIUTyaTalud WHOOPMAIIMOHHBIX CHUCTEM JODKHO 00€CIeunBaThCs
rapaHTUPOBAaHHOE yJaleHne o0padaThiBaéMOil U XpaHUMON B HUX MH(OPMAIIMH C UCIIOIb30BAaHHEM
CPEICTB TapaHTHPOBAHHOI'O YHHUYTOXKEHUS WH(MOpPMAIUU WM TyTeM (U3HYECKOTO YHUUYTOKEHUS
HOCHTEINeH HH(POPMAIIHH.

Bce poLEeypbl obecrnieueHus 3aIUATHI uH(popMaIuy, YCTaHOBJICHHbIE
B 'BZIOY nerckom camy Nel6 B oTHOIIEHHH WH(DOPMALIMOHHBIX CUCTEM, JTOJIKHBI BHITIOIHITHCS U
KOHTPOJUPOBATHCS OTBETCTBEHHBIMH JIMI[AMU 332 OpTraHU3aI|io0 padoT Mo 3aluTe UHPOPMALIUH.

KonTposs 1octyna Kk uH(GOpMAIHOHHBIM CHCTEMaM

Bce paborauku I'BJIOY nerckoro caga Nel6, nonyiieHnHsle K padore ¢ HH(OPMALOHHBIMH
CHUCTEMaMH HECYT TMEPCOHAIbHYIO OTBETCTBEHHOCTh 3a HAPYILICHUSI YCTAaHOBJICHHOTO TMOpSAIKA
00paboTku HHGOPMAITHH.

YpoBeHb MOMHOMOUUH Monb3oBaTens B uHpopmannonHoi cucreme I'BJIOY nmerckoro cana
Nel6 momxeH onpenensiThcsl B COOTBETCTBHH C €T0 JTOJDKHOCTHBIME O0SI3aHHOCTSIMH.

Joctyn nonb3oBateneit kK nadopmanmonasiM cuctemam ['bJIOY nerckoro caga Nel6 momken
KOHTPOJIIUPOBATHCS aIMUHUCTPATOPOM UHPOPMAIIMOHHOM CUCTEMBI.

OcyllecTBIIEHHE PETYISIPHOTO KOHTPOJISI BBITOJIHEHUSI OPTaHU3AIMOHHO-PACTIOPSIIUTENBHBIX
JIOKYMEHTOB, KacarolIuxcsi peryiiaMmeHtanuu nonycka padoraukoB ['BJIOY nmerckoro cama Nel6 k
UH(OPMAIITOHHBIM CUCTEMAaM.

HNpentudukanus v ayrTeHTUPUKALMS

Joctyn monp3oBateneil K MHGOOPMAIIMOHHBIM CHCTEMaM JOJHKEH MPEIOCTaBIATHCS TOJIBKO
MoCJIe YCIEIIHOTO 3aBEePIICHUS UACHTU(PUKAIINH, Ay TCHTH(PUKAIUH.

[Tonyuenue monbp30BaTENleM WMEHHM B WH(GOPMAIIMOHHOW CHUCTEME M Mapojsi, KOTOpHIe
00eCreunBaoT 10CTYN K MH(OPMAIMOHHON CUCTEME, JOKHO OCYILIECTBISATHCS O MPEICTaBICHUIO
PYKOBOJIUTENSL CTPYKTYPHOI'O NTOAPA3/IETIEHUS.

YupasJjieHue 10CTyIIOM

B TBAOY perckom camy Nel6 momKHO OCYHIECTBISTHCS YIPABICHHE JOCTYIIOM K
UH(GOPMAIIMOHHON cHCTeMe MOCPEACTBOM peaan3alid HEOOXOJUMBIX METOOB, THUIIOB M TNPAaBUII
pasrpaHMuCHHs IOCTYIa oJb30oBaTesiM nHpopmanronHoi cucremsl ' BJIOY nerckoro caga Nel6.
B ToM uncne obecnieueH 3aluIIeHHbIN y1adeHHbIH JOCTYN CYObEKTOB 10CTYyIa K 00bEKTaM J10CTyIa
yepe3 BHEITHUE NHPOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIE CETH.

Be3onacHocTs npu padore ¢ HOCUTEJSIMHA HHPOPMALMH




Pabdorauku I'BIOY nerckoro caga Nel6 qomKHBI UCIIONB30BATh TOIBKO YUTEHHBIC ChEMHBIE
MallMHHBIE HOCUTENU WH(GOPMALUU JUIS BBIIOJHEHUS CBOUX JOJDKHOCTHBIX OOS3aHHOCTEH.
Hcnonb3oBaHne CheMHBIX MalIMHHBIX HocuTened umHdopmanuu B I'B/IOY nerckom camy Nel6 B
MHBIX LIEJISX CTPOrO 3alpeieHo.

CbemHble MallIMHHBIE HOCUTENIHN HH(OPMALUK JOJKHBI XPAaHUTCS B Oll€YaThIBAEMBIX IIKadax,
B MTOMEIIIEHUSAX B KOTOPBIX MPeayCMOTpeHa 00paboTKa HH(pOpMAIIH OrPaHUYEHHOT0 JOCTYIIA.

B cnydae kpaku WM MOTEPU ChEMHOI'O MAIIMHHOTO HOCUTENS MH(GOpMAINH, a TaKKe HHBIX
UHIMJICHTOB, KOTOpPbIE MOTIYT HPHUBECTH K HApyIIEHUIO CBOMCTB HH(OPMALMU OrPaHUYEHHOI'O
JOCTYIIA, JOJKHBI IPOBOIUTHCS MEPONPUSTHS 110 PACCIIEIOBAHUIO TAKUX MHIIUJECHTOB.

[Tpu BBIBOJE M3 AKCIUTyaTallil ChEMHOTO MAIlIMHHOTO HOCHTENST MH(POPMAIUH, BCEe TaHHBIE,
XpaHs;IIMEeCs] Ha HEM, JOJDKHBI OBbITh YAAJEHBI ONPENEICHHON KoMHCCHEH M3 yucia pabOTHHUKOB,
CPEACTBOM rapaHTHPOBAHHOI'0 YHUUYTOXKEHUSI HHPOPMALIUH.

@®akT yHUYTOKEHHS HWH(POPMALMKM HAa CHEMHOM MAIIMHHOM HOCHTENE HWH(GOpManuu
¢ukcupyercss B akre 00 YHHUYTOXKEHHHM HHPOPMALUU CO CHEMHOTO MAIIMHHOI'O HOCUTENs
uH(pOpMaLUH.

Perucrpanust coobITHI

B I'BAOY nerckuii cax Nel6 momkHa OCYIIECTBISATHCS PETUCTPAIIMHM COOBITHI 0€3011aCHOCTH
Ha Bcex KoMmmnoHeHTax uHpopMmanuoHHbix cucreM ['BJIOY nerckoro caga Nel6, B KOTOpBIX
oOpabarpiBaeTcs 3ammuinaemast HHpopmarus.

AHTHBHUpPYCHAS 3alIIUTA

B nensix obHapyxeHus 1 ycrpaHeHus BpeloHOCHbIX porpamMM B ['BJIOY nerckom camy Nel6
JIOJKHBI UCTIONIB30BAThCS CPECTBA AaHTUBUPYCHOMN 3aIIUTHI HH(POPMAIUH.

OO6s13aTeIbHOMY KOHTPOJIIO CPEICTBOM AaHTUBUPYCHOM 3alUThl HH(OpMALUU JIOJKHA
nomiexkarb Jrobas wHpopMmanus (TeKcToBble Qaiibl J0ObIX (opmaroB, Galabl JaHHBIX,
UCTONHAEMbIe (aiiibl), TonydaeMmass W IepeaBaeMasi IO JIOKAIbHOH BBIYUCIUTENIBHON CETH
B TOM 4YHCJ€ U CETAM OOILEro Mojib30BaHUS, a Takke MH(OpMalus, XpaHWMas Ha ChEMHBIX
MAaIIMHHBIX HOCUTENSAX NH(OPMALIHH.

ITpu ycTaHOBKE MPOrpaMMHOI0 00eCIeYeHHsI MIIM €ro OOHOBJICHHUS Ha CEBEpHOE 000py10BaHHE
JIOJDKHA ABTOMAaTMUYECKU BBIMOJHATHCS IpEJBAapUTEIbHAsl IPOBEPKAa JAHHOI'O IPOrPaAMMHOIO
o0ecrieyeHus Ha OTCYTCTBUE BPEIOHOCHOI'O IPOrPaMMHOI0 00ecIieYeHusl.

OOHnoBnenne 6a3 curHatyp AJsl CPEACTBAa AHTUBUPYCHOHM 3aIUThl MH(POPMAIUHU JOJKHBI
OOHOBIIATHCS €XKETHEBHO.

ITonmp30BaTenu oe3 paB aMMHHCTPATOpPA HH(pOpMaL¥OHHON CUCTEMBI
I'BAOY nerckoro cana Nel6 He JOIKHBI IMETh BO3MOKHOCTB ITOJTy4€HUs JOCTYIa K KOH(UTrypanuu
AHTUBUPYCHOI'O CPEJICTBA 3AILMUTHI UJIU €r0 OTKIIIOUEHUSI.

KoHTpo/1b 32a1MIEHHOCTH NTEPCOHAIBHBIX JAHHBIX

B nensx MCKIIOYEHMS SKCIUTyaTallUM YA3BMMOCTEH MPOrpaMMHOI0 00eCHeueHHs JOKHBI
NPOBOJUTCS pPalOThl MO BBIABJICHUIO, aHAJIH3y YA3BUMOCTEH WH(OPMAIIMOHHOM CHCTEMBI
Y ONIEPAaTUBHOE YCTpaHEHUE BHOBD BBISIBJICHHBIX YSI3BUMOCTEN. B ToM uncie opranuzanys KOHTPOJIs
YCTAHOBKM OOHOBJIEHHSI IPOIPAaMMHOI0 00ecIieYeHUs BKIII0Yask CPEACTB 3alUThl MH(OpMAaIIH.

Hcnonb3oBanne NporpaMMHOro odecre4eHus

Boi6op nporpammuoro obecrnieuenus st npou3BoacTBeHHbIX HYx A I'BJIOY nerckoro cana
Nel6 nmomxkeH Npou3BOAMTHCA B NMPUOPUTETE K OTEUECTBEHHOMY, BHECEHHOrO B EnMHBIN peectp
POCCHICKMX TpOrpamMM Ui 3JIEKTPOHHBIX BBIYHCIUTENBHBIX MAaIlMH M 0a3 JaHHBIX. B ciydae
OTCYTCTBHUS aHasIora B EnquHOM peectpe pocCHIICKUX TPOrpamMMm JUIst 3JIEKTPOHHBIX BBIYUCIUTENbHBIX
MalllvH
1 0a3 JaHHBIX JIOMYCKAETCs NCIOIb30BATh IPOrPAMMHOI0 00eCreYeHue UMIIOPTHOT'O IIPOU3BOCTBA.

Hcnonb3oBanne cpeacTs Kpunrorpaguyeckoi 3amuTbl HHGopManuu

Obecnieuenne 3amuThl HHGOPMALUK ONPAaHUYEHHOTO JOCTYIA OT PACKPBITHS, MOJU(PHUKALIUN
U HaBs3bIBaHMA (BBOJA JIOKHOW uWH(poOpManuu) Hpu ee mnepenade (MOATOTOBKE K Iepenaye)
M0 KaHajaM CBS3M, MMEIONIMM BBIXOI 3a Mpeaeibl KOHTPOJIMPYEMOW 30HBI 00ECTIeYMBACTCS
IPUMEHEHHUEM CPEJICTB KpUnTorpaduieckoil 3amuTsl HHGOpMaIHy.




[Ipuobperenue cpeactB kpunrorpaduueckoi 3amutel nHbGopMmanuu ['6JIOY nerckoro cana
Nel6 ocymiecTBisieTcs Ha OCHOBaHHHM JIOTOBOPOB M KOHTPAaKTOB C JIMLIAMU HMEIONIMMHU
neiictBytonryto gunensuto @Chb Poccun Ha ocyliecTBiI€HHE JAESITEIBHOCTH MO pa3padoTke,
IIPOU3BOACTBY, pacrpoCTpaHEHUIO M PPOBaTBHBIX (kpunrorpapu4ecKux) CPEACTB,
UH(}OpPMAIMOHHBIX CUCTEM
U TENEeKOMMYHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C UCIOJb30BaHUEM IIH(PPOBAIBHBIX
(kpunrorpadu4ecKknux) CpPeACTB, BBHIIOJHEHUIO pabOT, OKa3aHUIO YCIYr B 001acTu IHU(pOBaHUS
uH(popMaIu, TEXHUYECKOMY OOCTY)KMBAHUIO MH(POBAIBHBIX (KPUITOrPAPUIECKUX) CPEJICTB,
MH(POPMALMOHHBIX CUCTEM M TEJIEKOMMYHUKALMOHHBIX CHUCTEM, 3aIIUIICHHBIX C MCIOIb30BaHUEM
mu(poBaTbHBIX (KPUNTOrpaguUecKnx) CpeACTB (3a HMCKIIOYEHHWEM CIlIydas, €ClIM TEeXHUYECKOe
oOcinykuBaHue MHUGPOBAIBHBIX (KpUNTOrpaduUIecKux) CpeacTB, HHPOPMAIMOHHBIX CHCTEM
U TEICKOMMYHUKALIMOHHBIX CHCTEM, 3alllUIIEHHBIX C UCIOJb30BaHUEM IMIH(POBATHHBIX
(kpunrorpadu4ecKknux) CpEeACTB, OCYIIECTBISAETCS M OOECHeueHuss COOCTBEHHBIX HYX]
IOPUAMYECKOTO JIUIA WK WHAUBUAYAIBHOT O MPEIIPUHUMATEIS).

B umenax opranuzanuu M oOecrneueHHM Iepeladyd MHGOpPMAlMU 10 KaHajaM CBS3H
C HWCIOJB30BAHUEM CPEJICTB KPUNTOrpapruecKor 3aluThl MH(POPMAIIMU, a TAaKXKE BBITTOTHEHUS
munieH3uoHHbIX TpeboBanuit ®Ch Poccuu B 'BJIOY nerckoro cama Nel6 qomxkeH ObITh CO3/1aH OpTaH
KpUNTOrpaduyeckoi 3aiuThl.

[opransusie pemenus [ BIOY nerckoro cama Nel6 ¢ BO3MOXHOCTBIO JOCTYIA C ceTel 0011ero
MOJIb30BaHUsl JOJKHBI B MPHUOPUTETE pa3pabaThiBaThCsl ¢ OpraHM3aleil 3alluIIeHHOro KaHaia
nocpeacTsoM nporokona TLS ¢ mogneprxkoit anropurmos 'OCT 34.10.

Hcnouab3oBanue 3JIEKTPOHHOM MOYThI

OnekTpoHHas mouTa AoibkHa wucnoib3oBatbesi B I'BJIOY perckom camy Nel6 ¢ menbro
OpraHu3anuu oOMEHa JJIEKTPOHHBIMH COOOLICHUSMU MEXAY pabOTHHUKaMU U CyObeKTaMu
MH(POPMALIMOHHOM 6e30MacCHOCTH.

[Ipu mcronb30BaHUM AIIEKTPOHHOM MOYTHI 3aIIPEIIACTCS:

oOMeH uHopmanueil A ci1ykeOHOro mojab30BaHus, a Takke HHpopMalel orpaHI4eHHOT 0
JIOCTYIIa;

MPEIOCTABIICHUE JOCTYIA K 3JICKTPOHHOM MOYTE C MCIOJb30BAHUEM JAaHHBIX CBOEH YYETHOM
3aMycy TPEThUM JIHIIAM;

MyOJIMKAIUsl CBOErO CIY)KEOHOIo ajjpeca 3JIEKTPOHHOW IMOYTHI B IJIEKTPOHHBIX KaTajorax,
Ha IMOMCKOBBIX MAllIMHAX U APYTUX pecypcax ceTu IHTepHET B 1IeNsX, HE CBA3aHHBIX C UCIIOJIHEHUEM
CBOMX JIOJKHOCTHBIX 00sI3aHHOCTEH;

MOJMKCKA MO AJIEKTPOHHOM MMOYTE Ha Pa3JIMUHble PEKJIAMHbIE MAaTEpUabl, JUCTHI PACCHUIKH,
JJIEKTPOHHBIE JKYPHAJIbl W T.[., HE CBSI3aHHBIE C BBIIIOJHEHUEM II0JIb30BATEIEM JOKHOCTHBIX
00s13aHHOCTEH;

OTKpBITHE (3allyCK Ha BBINOJHEHHE) (AilJIoB, MONYYEHHBIX IO HJIEKTPOHHOW IOUTe
WIM U3 pecypcoB certu VIHTepHeT, 0€3 mpeaBapUTEIbHOM MPOBEPKM HUX aHTUBHUPYCHBIM
IIPOrPaMMHBIM 00€CTIEYEHUEM.

PadoTa B ceTsix 0011€ro NoJIL30BAHUSA

I'BAOY nerckuii cag Nel6 ocrasisier 3a co00# MpaBo OJIOKUPOBATH HIIM OTPAHUYMBATH JTOCTYTI
paboOTHMKAaM K CETAM CBS3M OOLIEro Mojib30BaHUS, B TOM 4Mcie ceTu VHTepHeT, copepikaHue
KOTOPBIX HE UMEET OTHOIICHUS K HCIOJHEHHIO OJKHOCTHBIX O0Os3aHHOCTEH, a Takke K
WH(POPMALIMOHHBIM  pecypcaM, COJAEp)KaHHWEe W HANpPaBICHHOCTh  KOTOPBIX  3alpelieHbl
3aKOHOIaTeNbCTBOM Pocculickont @enepanuu.

HNudopmarus o mocemaempix padoraukamu ['BJIOY nerckoro camga Nel6 nHpopmMarmoHHBIX
PECYpCOB MPOTOKOIMPYETCS AJsl MOCIEAYIOUIET0 aHalIKu3a U, MPU HEOOXOJUMOCTH, MOXKET OBITh
MIpe/ICTaBICHa PYKOBOAUTEISIM CTPYKTYPHBIX MOnpasjesieHui, a Takke pykoogutento ['BJIOY
nerckoro canga Nel6 njis KOHTPOJIA.

[Ipu ucnonb3oBannu cetu MHTEPHET 3aNpelieHO:

ucnonb3oBaTh npenoctasieHubii ['BJIOY nerckomy camy Nel6 noctyn B ceth MHTepHET B
JMYHBIX HENSIX;




UCIOJIb30BaTh HECAHKIIMOHUPOBAHHBIE NMPOrpaMMHbIE U MPOrpaMMHO-aNNapaTHbIe CPEICTBa,
MIO3BOJISIOUINE MOTYYUTh HECAHKIIMOHUPOBAHHBIN TOCTYN K ceTh HTepHeT;

nyOJIMKOBaTh, 3arpykaTb M pPaCHpOCTPAHATh MaTEPUANIbl COJEpI)KAIIUE HEIOCTOBEPHYIO
undopmarmto o 'BAOY nerckom came Nel6, a Takke panbcuduimponars cBoit [P-anpec.

Pe3epBHOe KONUPOBaHME U BOCCTAHOBJIEHHE JAHHBIX

OcymecTBieHne pe3epBHOr0 KOMUPOBAHHUS JIOIKHO OCYIIECTBIISTHCS JUTSL:

nHopmaruu  oOpabaTbiBaeMoOii Ha (aillioBOM cepBepe U CepBepe IPUIOKCHUH,
UH(GOPMAIIMOHHON CUCTEMBI,;

pabounx MecT aIMHUHUCTPATOPOB HH(POPMAITIOHHON CHCTEMBI.

YacToTta W PEXUM PE3EPBHOTO KOMHMPOBAHUS YCTAHABIMBAIOTCS TAaKUM O0pa3oM, YTOOBI
o0ecrneunTh MUHUMAIIbHYIO TTOTEPIO IaHHBIX U ONEPaTUBHOE BOCCTAHOBJICHHE.

HacTtpoiika pe3epBHOro KOMUPOBAHUS K BOCCTAHOBJICHHS PECYPCOB HHPOPMAIIMOHHBIX CUCTEM
I'BAOY nerckoro caga Nel6aomkHbl IpOBOANUTH yHoinHOMoueHHble paboTtHuku ['BJIOY nerckoro
cama Nel6.

PezepBHOE KOMMpOBaHHWE [JODKHO  OCYIIECTBJIATHCS B aBTOMAaTHUYECKOM  pPEXHMeE
C TpPHUMEHEHHEM OTEUYECTBEHHOTO CIEIHAIM3UPOBAHHOTO CPEJICTBA PE3EPBHOTO KOIMMHMPOBAHUS
C JCUCTBYIONIUM CEPTU(UKATOM COOTBETCTBHUS IO TPEOOBaHHUSAM O€30MaCHOCTH HWH(OpManuu
OCTIK Poccun.

6 OCHOBHBIE TPEBOBAHUS K TIPOLUECCAM YIIPABJIEHUS
WH®OPMAIIMOHHOM BE30IMACHOCTBIO

MonuTtopuHT HH(POPMAIMOHHOI 0€301aCHOCTH

Ha mocTosiHHOI OCHOBE NTOKEH NMPOBOAMUTHCS KOMIUIEKCHBIA aHanu3 ()YHKIMOHHPOBAHHS
naopmarmonnon cuctembl ['BJIOY  nmerckoro cama Nel6u  BO3HHMKAOIMMX — COOBITHIA
uHpOpMaITMOHHON 0€30IaCHOCTH.

[Iporiecc MOHUTOpHHTa CHCTEMBI oOecreueHHsi MH(OpMAMOHHON 0e30MacHOCTH JOJKEH
BKJIIOYATh B c€0s KOHTPOJIb OPraHMU3allMOHHBIX M TEXHUUYECKUX MEP 110 3aIIUTe UHPOpMAaLUK, aHATIU3
napamMeTpoB KOH(QUrypaluy U HACTPOUKH CPEJICTB 3aIUThl HHPOPMAIIH.

IIpn mpoBeneHMM KOHTPOJIBHBIX MEPONPUATHN, CBS3aHHBIX C OLIEHKOM peaJu3aluu Mep
no 3amure uHopmanuu B I'BJIOY nerckom caxy Nel6 , yrmonHoMoueHHbIE PAaOOTHUKHU JOJIAKHBI
IPUIEPKUBATHCS CIETYIOIUX IPUHLIUIIOB:

He HapymaTh GpyHkiuuonuposanue aearenbHoctu ['BJIOY nerckoro cana Nel6;

NeMCTBOBAaTh B COOTBETCTBUM C YTBEP)KJIEHHBIMU OpraHU3allMOHHO-PACIOPSAUTEIbHBIMU
nokymeHnTamu ['BJIOY nerckoro cama Nel6 mo 3amute nHpopmaiuu;

HE CKpBIBATh (PaKThl BBIABICHHBIX COOBITHH HH(OPMAIIMOHHON 6€3011aCHOCTH;

0(hOpMIISITH OTYETHI, TOATBEPIKIAIOIINE BHITOTHEHHE MEPONIPUATHIA 1O 3aIIUTEe HHPOPMALIUH.

Wudopmanus, momydeHHass B XOA€ IPOBEIEHUS KOHTPOJIUPYIOIIUX MEpONpPUATUIH
0 JeHCTBUAX, COOBITHSX W IMapaMeTpax, MMEIONIMX OTHOIIEHHE K peaju3alid Mep IO 3aluTe
UH(POPMAIUH, JOKHA KOHCOIMAMPOBATHCS M XPAHUTHCS B MECTaX, MCKIIOUYAIOMIMX MOTyYeHHE
K Hell HECaHKI[MOHWPOBAHHOTI'O JOCTYIIA.

MOHUTOPUHT JTaHHBIX O 3apErHCTPUPOBAHHBIX COOBITUAX HMH(OPMALMOHHOM 0€30macHOCTH
JIOJKEH MPOBOJUTHCS, 110 BO3MOXKHOCTH, C MCIOJIb30BAHUEM CHCTEMbl MOHUTOPUHIA WHILIUJCHTOB
MH(GOPMALMOHHON 0€30MaCHOCTU WIIM BCTPOEHHBIX MEXaHM3MOB HACTPOMKM M ayauTa COOBITUM
B NPOrpaMMHBIX M IPOrPaMMHO-AMIapaTHBIX CPEJICTBaX, HUCHOJIb3YEMBIX B HH(OpMAIMOHHOMN
unppacrpykrype 'BJIOY nerckoro cama Nel6.

YupasJjieHue pucKkaMmu

OmnpeneneHne BHYTPEHHMX TpeOOBAaHUN MO 3aluTe MHPOPMAIUH, JOJKHBI OCHOBBIBATHCS
Ha pe3ylbTaTax IPOBEJACHHS aHAIMW3a PHCKOB HApYIIEHUS OCHOBHBIX CBOMCTB 0€30MacHOCTH
utst uHGopManronHbIX pecypcoB 'BJIOY nerckoro cama Nel6.

OCHOBOI OLIEHKH PHCKOB JIOJKHA OBITh OLIEHKA YCIIOBHH U (PakTOPOB, KOTOpPBIE MOT'YT CTaTh
MPUYUHOIN HApYIICHUS LIeTOCTHOCTH, KOH(UASHIINATBHOCTH U JOCTYITHOCTH JJ1s1 MH(OpPMAIIMOHHBIX
pecypcoB I'BJIOY nerckoro caga Nel6.




Pe3ynbrarom mpoBeeHHs aHalIM3a PUCKOB JOJKEH ObITh pa3paOOTaHHBIN KOMILIEKC Mep,
HaIpaBJICHHBIX HAa CHUYKEHHWE BO3MOXXHOTO HETAaTMBHOIO BIIMSIHUS HAa OCHOBHYIO JAESTEIbHOCTH
I'BAOY netckoro cana Nel6 rpu peanu3aniyl TOW WIK HHOW yrpo3bl 0€30MacCHOCTH UH(OpMAIH 1
00€CMeYnBaOIINX B JaJbHEHIIEM JOCTATOYHBIA YPOBEHBb 3alIUIICHHOCTH WH(POPMAIMOHHBIX
cucteM I'BZIOY nerckoro caga Nel6.

YnpasieHue MHIMICHTaAMH HHGOPMALMOHHOH 0€301aCHOCTH

st obecnieuenus 3¢ HEKTUBHOTO pa3pelieHus] HHIIUACHTOB HH(POPMAIIMOHHON 06€30MacHOCTH
B I'BJIOY nerckom camy Nel6, MUHMMHU3AIMU TIOT€Pb W YMEHBIIEHUS PUCKA BO3HUKHOBEHHS
MOBTOPHBIX WHIIUJCHTOB JIOMKHO OCYIIECTBISTHCS YIpPaBlIEHHWE WHIUICHTAMU WH(OpMAIMOHHON
0€30I1aCHOCTH.

Jlns ynpaBineHUss MHUUACHTaMH WH(OPMAalMOHHOW O€30MacHOCTH JOJKHA OBITH cO37aHa
ciy:k0a MOHUTOPUHTA U PearupoBaHus HA WHIUACHTH WH()OPMAIIMOHHON 0€30MacHOCTH, KOTOpas
MOCPEACTBOM KOMILJIEKCA CPEJCTB M MEPONPUATHNA Ui cOOpa W KOHCOJMWIAIMH HH(POPMAIHH
00 MHUUJEHTAX pelIaeT MaHHYI0 3a1ady. B OTHOIIEHHWH KaXXAOTro MPOM3OMIEANIEr0 WHIUACHTA
paboTHUKAMU ©3 CHYKObl MOHHTOPMHTAa M pPEarupoBaHUS Ha WHIMACHTH MHGOPMAIIOHHOM
0€30I1acHOCTH JIOJKEH BBHITIOMHATHCS €r0 aHaiuu3, u pa3padorka 3()PEeKTUBHBIX Mep pearupoBaHUs
Ha JaHHBIA HHIIUJICHT.

AyauT cuctembl o0ecniedyeHnss HHPOPMALMOHHOM 0€301ACHOCTH

B nensix omenku Tekymero ypoBHs uH(popmManmonHoi 6e3onacHocti ['BJIOY nerckuit can
Nel6 Ha perymsipHON OCHOBE JIOJDKEH MPOBOAUTHCS ayAUT WHPOPMAITMOHHON 0€3011aCHOCTH.

BuyTpeHnHue aynuThl AOKHBI BRIMONHATHCS paborHukamu ['BJIOY nmerckoro caga Nel6. B
YHCIIO 3a]1a4, PEIIaeMbIX MPHU MPOBEICHUN BHYTPEHHUX ayTUTOB WH(OPMAIIMOHHON 0€30MacCHOCTH,
BXOJIAT:

cOOp W aHanmM3 UCXOAHBIX JTAHHBIX 00 OpPraHU3alMOHHON U (DYHKUIHMOHAIBLHOW CTPYKTYpE
MH(OPMAITMOHHBIX CUCTEM, HEOOXOUMBIX IS OIICHKU COCTOSIHHSI CHCTEMBI 3aIIUThI HH(OpMaInu;

aQHAIN3 YTBEP)KJIEHHBIX OPTaHU3alMOHHO-PACTIOPSIUTEIBHBIX JOKYMEHTOB 110 3alllUTE
uH(bOpMAIHU Ha MPEeIMET UX MOJHOTHI U 3(PPEKTUBHOCTH, a Takke POPpMUPOBAHUE PEKOMEHIAIIUI
0 UX 10pabOTKe WU pa3pabdOTKU HOBBIX;

obocHOBaHWEe (uHAHCOBOW J(P(EKTUBHOCTH BHOBb MPHOOPETACMBIX CPEICTB 3aIIUTHI
uHpopmanmy,

IIPOBEPKa MPABUJILHOCTH BIOOpa M HACTPOMKHU CPECTB 3aIUTHI HH(pOopMauu, GOpMHpPOBAHKE
MIPEITIOKEHUH TI0 UCTIONH30BAaHUIO UMEIOIIMXCS CPEJCTB 3alIUThl MH(POPMAIMK JIJIsi TTOBBIIICHUS
YPOBHsI HAIEKHOCTH M O6e3omacHocTr nHpopMmarmonHbix cucteM ['BJIOY nerckoro cama Nel6;

aHallM3 OTYETOB IO NPOU3OMICAINIMM HWHUIUJACHTaM HWHGOPMAIMOHHON 0e30macHOCTH
U IPUHSATHIM MEpaM I10 X pa3pelieHuIo.

IloBbIlIeHNE 0CBETOMJIEHHOCTH PA0OTHUKOB

B pamkax opraHuzanuy KOMIUIEKCHOTO TMPOTHBOJCHCTBHS yrpo3aM O€30MacHOCTH
uHpopmaruu, ucxomsmmM ot paboraukoB I'BJIOY nerckoro cama Nel6 nomkHa TOCTOSHHO
TTOBBIIIATHCS] KX OCBEIOMJIICHHOCTD B 00JIACTH 3aIUTHI HHPOPMAITUH.

[ToBeimenue ocBegomiaeHHOCTH paboTHUKOB ['B/IOY netckoro caga Nel6 ocymecTBisercs:

no cymecrBytomuM B I'BJIOY nerckom cagy Nel6 opranm3annoHHO-pacriopsiiUTENbHBIM
JTIOKyMEHTAaM,

no npumensiembiM B ' BJIOY netckom cagy Nel6 mepam 3amuthsl HHGOpMAIH,

0 MPaBUIIBHOMY HCITOJIb30BAHUIO CPEJICTB 3aIIUTHI HHPOPMAIIHH.

7  3AKIIOYEHHE

[Ipn wm3MeHeHWW ACUCTBYIOIIETO 3aKoHoaTelnbcTBa Poccuiickoit denepanum B 001acTH
3amMThl MH(OpManMM, a TaKXKe OpraHU3alMOHHO-PACIIOPAIUTENbHBIX JokyMeHTOB ['BJIOY
nerckoro caga Nel6 nactosmas [lomuThka W W3MEHEHHS K HEW NPUMEHSIOTCS B 4YacTH, HE
IPOTUBOpEYAIlled BHOBb NPHUHATHIM 3aKOHOJATEIbHBIM M WHBIM HOPMATUBHBIM aKTaM, a TaKKe
BHyTpeHHUM aokymeHTam ['b/I0OY nerckoro cana Nel6.

Bce T1peOoBaHWs, YCTaHOBICHHBIC JEHCTBYIOIIMM 3aKOHOJATEIILCTBOM  Poccuiickoit
Qdenepauny, NOA3aKOHHBIMM AaKTaMU M JIOTOBOPHBIMM  OTHOLICHMSIMH, a TakXke IMOIXO0J]




I'BAOY nerckoro caga Nel6 k 0OeCHEYeHHIO COOTBETCTBHS TUM TPEOOBAHHSAM JIOJDKHBI OBITH
SIBHBIM 00pa30M OMpe/IeNieHbl, JOKYMEHTUPOBAHBI U MOIEPKUBATHCS B aKTyaJIbHOM COCTOSHUU.

I'BAOY nerckuii can Nel6 B mprHOpUTETHOM HaIlpaBJICHUU JIOJKEH pPacCMaTpUBATHCS MEPEX 0]
MIPOrpaMMHOTO 00ECTICUeHUE OTEUYECTBEHHOT'O MPOW3BOAUTENS, BKIIOYECHHOTO B €IWHBIA pEecTp
POCCHUUCKHUX TIPOrpaMM il JEKTPOHHBIX BBIYUCIUTEIBHBIX MAllMH W 0a3 AaHHBIX. B ToMm uucne
[0 YacTU CEpPBEPHOr0, KOMMYTALIMOHHOTO OOOPYIOBaHUS M MPOrpaMMHO-aNNapaTHBIX CPEJICTB
BKJIFOYEHHBIX B EMHBIN peecTp pOCCUICKON PaguO3JIEKTPOHHON MPOAYKIIVH.

IlepecMoTp © BHeceHHWE UW3MEHEHHH B HacTosmyo [lodMTHKY OCYIIECTBIAIOTCS
Ha MEepUOJINYECKON U BHEIJIAaHOBOM OCHOBE.
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